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9.2.2. Internal audit programme

9.3.1. General
9.3.2. Management review inputs
9.3.3. Management review results

10.1. Continual Improvement
10.2 Nonconformity and corrective action
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Annex A = Information Security Controls Reference
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Annex A Reference Controls

Information security policies

Access Control

Communications security

Information security aspects of 
business continuity 
management

Organization of information 
security

Cryptography

System acquisition, 
development and maintenance

Human resources security

Physical and environmental 
security

Supplier 
relationships

Compliance

Asset 
Management

Operations 
security

Information security incident 
management
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Themes

Organizational 
Controls People Controls Physical 

Controls
Technological 
Controls
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5 6 7 8

37 controls 8 Controls 14 Controls 34 Controls

if they concern people if they concern 
physical objects

if they concern 
technology
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60 Controls
the same

22 Controls
merged

11 new 
Controls



ISO/IEC 27001:2022 - Σύστημα Διαχείρισης Ασφάλειας Πληροφοριών. «Αλλαγές σε σχέση με την προηγούμενη έκδοση». 13/12/2022 18

Organizational Controls

Organizational Controls

5.7 Threat Intelligence
5.23 Information security for use of cloud services
5.30 ICT readiness for business continuity 

Physical Controls

7.4 Physical security monitoring 

Technological Controls

8.9 Configuration management
8.10 Information deletion
8.11 Data masking
8.12 Data leakage prevention
8.16 Monitoring activities
8.23 Web filtering
8.28 Secure coding
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Control Type Information 
security properties

Cybersecurity 
concepts

Operational 
capabilities

Security domains

# preventive
# detective
# corrective

# confidentiality
# integrity
# availability

# identify
# protect
# detect
# respond
# recover

# governance
# asset management
# information 
protection
# human resource 
security
# physical security
# system and 
network security 
# application 
security ….

# governance and 
ecosystem
# protection
# defence
# resilience
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