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CEN/CLC/JTC13 WG5: Data Protection, Privacy and Identity Management
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CENELEC

EU Cyber Resilience Act
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For safer & secure
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Avatpododotnon eni twv EDPB Guidelines 04 /2022
E pvo “Calculation on fines under the GDPR”

202 2 Avatpododotnon ent twv EDPB Guidelines 07/2022 on
Certification as tool for transfers



GDPR
Certification

Schemes per art.
42/43

| Targets a large

Targets specific processing range of different

operations performed by a data i

processing
controller/processor and/ or for a operations
specific sector of activity (example: SpeCIfIC General performed by a
data processing in stores) Certification Certification data

controller/process
or from various
sectors of activity

Schemes

Schemes

National Type EU-wide National Type EU-wide Type

Single use topics Other specific Single Use Topics Other specific
(explicitly provided processing or sector (explicitly provided processing or sector
by law) (e.g. anonymization) by law) (e.g. anonymization)
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GDPR CERTIFICATION AND
STANDARDS (2022 and 2023 KEY

CEN/CLC/JTC13/WG5

JTO13037 “Privacy Information Management System per
EN/ISO/IEC 27001-Refinements in European Context

JT01033 Personal Data Protection Requirements for
processing operations (EN ISO/IEC 17067)

EN 17429 Data Protection & Privacy By Design and by Default

‘ $ 9 ) -
£ 1§ Guidelines
&)

Has the power to issue
SR or promote
technical standards for
DP certification criteria
as harmonised
standards by way of
implementing acts

New Working items to
assess DP certification
Schemes against
JT013037 and JT01033




| Ta npotuna tng WG5S mov unootnpilouv tnv niotonoinon
‘ | GDPR

Personal Data Protection Requirements for Processing Activities

e Specified baseline requirements for demonstrating compliance of processing activities with the EU
Personal Data Protection Normative Framework in accordance with ISO/IEC 17065

¢ It does not apply to products or management services but only to processing operations
e It applied to all organisations, data controllers and processors
e It provides indications for third party conformity assessment (annex a)

* May support certification bodies, the supervisory authorities and the EDPB to develop GDPR Certification
Schemes

NWIP Privacy Information Management System per ISO/IEC 27701-Refinements in European Context

e Application of ISO/IEC 27701 in European Context

e Specifies refinements to EN ISO/IEC 27701, for processing operations as part of products, processes and
‘ services

e Aimed to management systems

| * CBs and SAs may use this standard to specify data protection certification mechanisms as per. Art. 42
GDPR

| ® CB can use these requirements and refinements to assess the conformity of both a privacy management
| [ system per ISO/IEC 17065 and the processing operations of a product, process or service per ISO/IEC
17065.

Data Protection & Privacy by design and by default” (EN17529) which provides guidance for compliance with art.

25 of GDPR and may be used to build a specific scheme. (M/530/2015)
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O poAoc¢ tn¢ Evpwnaiknc Enttponng

MpowBnon pNXaviopwy miotonoinong, oppayldwyv, cnUATWY KoL TIPOTUTIWY yLa va
Staodpaliotel N opaAn Kol OpOLOYEVN G Epapuoyn Twv ipovolwy tou MKMA

Kat’ e€ovolodotnon = EKTEAEOTIKEG IPAEELG
npacelc (43.8 TKMNA) =3 43.9 IKIMNA

@¢€oTLon EVOG YEVIKOU . .
, , O€&oTiLoN TEXVIKWV
ntAaLoiou 1ou e€elSLKEVEL .
, \ TPOTUTIWV yLa
KPLTAPLOL KOLL QTTOALTA OELG YLal .

. , HUNXAVLIOUOUG
HNXaviopoUg motonoinong ,

, , Totonoinong,
TIPOCWTILKWV debopEVWVY TTOU SbpayiBwY TPooTasio
Oev e€eldikevovtal otov NKMNA . ,

, , Oe6OUEVWV KOL ONUATWY
yla va teBouv oe Asltoupyia .
. , , KOl LNXOVLO MWV YLOL TNV
amod KPLTNPLO TTIOU gykpilvovTal TPOhBNOT TouC
arno DPA/EDPB

)
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MpoTuma mMou KAAUTITOUV
Stadikaotika Intrpota
r.X. ISO/IEC 17065 related

EKTEAEOTIKEC IPAEELC
(Texvika mpotuna)

EKTEAEOTIKEG
TIPAEELG yLaL
npowbnon

UTTALPXOVTWV KoL
HEANOVTWV

to conformlty assessment TEXVLK(bV

Yroyrdra:

ISO/IEC Npdtuma 17000 series e.g.
ISO/IEC 17011: 2017 (conformity
assessment-requirements for
accreditation bodies accrediting
conformity assessment bodies)

npoTUTwWV (Tou
EKTIOVOUVTOL PE N
XwpLlc alttnua
TUTtoTtolnong) wg
npotuna
gvapuoviong (43.9
GDPR)

% W
* *
* *
’ *
o W

European
Commission
=——

Mpotuma mou anoteAolv
™ Baon yla va
neplypaPouv ta kpLenpLa
TiLoTomoinoNg Evavtl Twv
omnoilwv which compliance
with the GDPR will be
demonstrated

*EC Study on Data Protection

Certification mechanisms (02/2019) does
not recommend taking implementing
acts to support implementation of
available standards

)
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CEN/CLCJTC 13/WG 5 MNpotuna

H Evpwmnaikn Enttponng duvartal va ta
npowBnoeL  aAAa Evpwmnaika ) Atebvn

O UOUBIIEG G ] AT (el T(POTUTIOL OXETLKA LE TNV TiLoTtomoinon GPDR

TOL XpNOLpomoLjoouv w¢ Baon yla va

WC EVOPLOVIOUEVA TIPOTUTIOL UE
EKTEAEOTIKEC TIPALELG, AV CUVAOOUV UE TIG
KOLVOVLOTLKEC 1] SLOOLKOLOTIKEC TTPOVOLEC TOU

avarmtuéouv ta SIKA TouC oxuaTa
motonoinong

uidelines 01/2018 on certification and identifying certificatic
criteria in accordance with Art. 42 and 43 of the GDPR (Version 3.0)-
04.06.2019
* H dlaAsttoupykotnta KpLtnplwv miotonoinong pe alAa mpotumna (such as
ISO 1} €Bvika) SleUKOAUVEL TNV EYKPLOT) TOUG
*  Evw ta Blopnyavika mpotuma cuxva €otlalouv oTnVv npootacia Kot
aodAAELD TOU OpYOVIOHOU evavtiov amnelwy, o FKMA npocavatoAiletat
oTNV MpooTacia ouoLWOWV SLKOULWUATWY GUCLIKWV MPOoowWTwy. H
StadopeTiki Mpooéyylon npemneL va AapBavetatl umoyn otav "
oxedlalovtal KpLTipLa 1 TUYXAVOUV EYKPLONG KpLtrpLla Le Baon
Blopnxavika mpotuna
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CEN/CLC/JTC13/WGS8 Special WG RED SR nzn

Kat’ eéovotodotnon Kavoviouoc (EE) 2022/30 tn¢ Ermutportri¢ (29/10/2021)
= Aitnua turtortoinong npo¢ CEN and CLC

* Evepyormolet ta apBpa 3.3. (), (g) kat (ot) Tng Odnylag 2014/53/EE yia tn Stabeopdtnta
padLoe€omALooU oTnV ayopad, ta omola MeEPAAUPAVOUV OUCLWAELG ATTALTAOELG TIPOC TLC OTIOLEG TIPETIEL VAL
ouppopdwvovtal olkovopLkol dopeic, e€eldlkeoVTOC TIC KATNYOPLEG 1N KAAOELS padloefomAlopoU nou

anouteaat va cuuuopd)wvovrou LE TLC ATTALTNOELC:
Art. 3(3) d : E€aodalion mpootaciag Siktuou—> PadloeomAlopnog ouvdedepévog oto Stadiktuo

e Art. 3(3)e: Npootaocia ISWTIKOTNTOC KAL TIPOCWTILKWY SES0UEVWV TOU XprRoTn Kol cuvdpountr): = PadloefomAlopOg Tou €XEL TN
Suvatotnta va enefepyaletal npoowrikd dedopéva, cuvdedepévog pe to dtadiktuo, maldikng ppovrtidag, mayvidia kot
dopéaotpo e€omAlopnd

* Art. 3(3)f: Mpootacia anod andtn—=> PadloeomAlopog pe SuvatdtnTa HETOPOPAS XPNHUATWY, VOULOUOTLIKAC aglag f ELKOVIKOU
vouiopatog

e Tekunplo ZUpPpopPpwonc yia padLloe€omALOUO TTOU CUMHOPPWVETOL LE EBEAOVTIKA EVAPLOVIOTLKA TIPOTUTIAL
LLE OKOTIO TN SLaTUTIWON AEMTOUEPWV TEXVIKWYV TIpodLlaypadwy Twv eV AOyw OTALTI|OEWV

o Outmnpodlaypadéc Ba e€etdcouv Kot Ba AVTLLETWTILOOUV TO €TNESO TWV KIVOUVWV TTOU OVTLOTOLXOUV OTNV
npoBAenopevn xprion kaBe katnyoptag n kKAaong padloeéonAlopou

Cyber Resilience Act (rpolidvra pe Yndrakd croyela) Ba avrkaractioel to RED Delegation Act ket
Ba ktioel REvw o€ autd Ta RPOTURA
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* Aitnua Turtonoinoncg rpo¢ CEN and CEN CENELEC

Requirement

[D] Include elements to monitor and control network traffic, including the transmission of outgoing
data

Jean-Paul van Assche - AT (NEN)

Jonathan Choudhury - AT (NEN)

Markus Wuensche - Eaton (CLC TC65x)

Carlos Valderrama - Huawei (UNE)

Ahmed Kasttet - Birdz (AFNOR)

D] is designed to gate the effect of ongoing denial of service attacks
Jens Guballa - Bosch (DIN)

Judith Rossebo - ABB (CLC TC65x)

Kilian Mitterweger - BSI (DIN)

Ralf Rammig - Siemens (DIN)

[D] [E] [F] implement appropriate authentication and access control mechanisms

Wolfgang Stadler - SICK (CLC TC121A)

Thomas Gilles —BSI (DIN)

Kai Wollenweber - Siemens (CLC TC65x)

Jean-Paul van Assche - AT (NEN)

Jonathan Choudhury - AT (NEN)

Maria Raphael — (CYS)

- Ahmed Kasttet - Birdz (AFNOR)

[D] [E] [F] are provided, on a risk basis, with up-to-date software and hardware at the moment of
placing on the market that do not contain publicly know exploitable vulnerabilities as regards harm
to the <d><e><f>

- Ingo Hanke - SMA (DIN)

- Octavian Popescu - EUCOM (NBN)

Lola Fernandez - Knorr-Bremse

Constantinos Tsiourtos - CYS

Samim Ahmadi - Umlaut (DIN)

[D] [E] [F] are provided, with automated and secure mechanisms for updating software or firmware
that allow, when necessary, the mitigation of vulnerabilities, that if exploited may lead to <d><e><f>
- Torben Markussen - Kamstrup (DS)

Jacob Hansen - Kamstrup (DS)

Piotr Polak - Signify (NEN)

Ralf Rammig - Siemens (DIN)

Stiepan Kovac - QRC Eurosmart SA (ILNAS)

Simon Dunkley - Itron (BSI)

10 Ouadec yia ta 3 Evapuovicuéva lMpotuna

* To EAdXLOTO QITOUTOUUEVO TTEPLEXOUEVO TWV TEXVIKWV
npodiaypapwyv yia ti¢ elOIKEC anattnioelc (specific
requirements)

Requirement

[D] [E] [F] protect the exposed attack surfaces and minimise the impact of successful attacks
Helene Sigloch - BSHG (DIN)
Benoit Stockbroeckx - Euralarm
Mariela Pavlova - Infineon (DIN)
Kai Wollenweber - Siemens (CLC TC65x)
Olivier Van Nieuwenhuyze - STMicroelectronics (NBN)
Stefan Korff - Miele (DIN)
[E] [F] protect stored, transmitted or otherwise processed <e><f> against accidental or unauthorised
storage, processing, accesss, disclosure, unauthorised destruction, loss or alteration or lack of
availability of <e><f>
Gisela Meister - Eurosmart (DIN)
Meinhard Bohlen - Schneider Electric (TC205)
Jasja Tijink - ASFINAG
Stiepan Kovac - QRC Eurosmart SA (ILNAS)
Rachel Menda-Shabat - Winbond Technology
Mariela Pavlova - Infineon (DIN)
Roland Atoui - Red Alert Labs (AFNOR)
Rainer Becker - Bosch (DIN)
Ahmed Kasttet - Birdz (AFNOR)
Georg Stutz - NXP (ASI)
1 Include functionalities to inform the user of changes that may affect data protection and privacy
Rusne Juozapa ne - ANEC
Peter Dickman — Google (SNV)
Maria Raphael - CYS
Santosh Sharman - KIWA (NEN)
Stefan Korff - Miele (DIN)

m

[E] [F] log the internal activity that can have an impact on <e><f>
Alex Buchan - DTG (BSI)

- Stefano Ruffini - Bticino (UNI)

- Philippe Magneron - Hager Group (AFNOR)

- Jeppe Pilgaard Bjerre — (DS)

[E] allow users to easily delete their stored personal data, enabling the disposal or replacement of
equlpment without the risk of exposing personal information
Jacob Hansen - Kamstrup (DS)
- Axel zur Muehlen - Schneider Electric
- Hendrik Decroos - InfoSentry (NBN)
- Stiepan Kovac - QRC Eurosmart SA (ILNAS)



[ ]
2023: CEN/CLC/JTC13/WGS8 Special WG RED SR
[ ]
RED Del d Regulation hEN
Meet)| gcation  |From Till Convenor [Secret legetedReguiation NENs
! ariat Stage Stage Target Duratio
ng Code date n
15 |Online Tuesday  [2022- Ben Kokx AdH,
11-08 RC 10.99 Decision on WIProposal }2022-10-
14
+16
weeks
20.60 Circulation of 1st WD 2023-02-
03
+8weeks
17 [Online Tuesday  [2022- Ben Kokx  [AdH, 3099  [Acceptance of ENQdraft [2023-03-
11-15 RC 31
+3weeks
18 [Online Thursday [2022- Ben Kokx AdH, 4020  |SubmissiontoEnquiry  |2023-04-
11-17 RC 21
+12
. weeks
19 [Online Tuesday  [2022- Ben Kokx  [AdH, 7060 [Closure of Enquiry 207307
11-22 RC 14
+8weeks
20 |Online Thursday |2022- Ben Kokx AdH, 45.99 Acceptance of FV draft 2023-09-
11-24 RC 08
+3weeks
21 |Online Tuesday  [2022- t.b.d. AdH, 50.20  |Submissionto Formal  |2023-09-
11-29 RC Vote 29
+8weeks
22 [Online Thursday (2022- Judith AdH, 50.60  |Closure of Formal Vote  ]2023-11-
12-01 Rossebo RC 24
+2weeks
23 |Delft Monday [2022-|Friday 2022-12- [BenKokx  [AdH, 60.55  |DOR/Ratification 2023-12-
(Hybrid) 12-05 09 RC 08
+2weeks
24 |Oslo Monday [2023-|Friday 2023-01- |Ben Kokx RC 60.60 |DAV/Definitive text 2023-12-
(Hybrid) 01-16 20 available 22




CEN/CLC/JTC13/WGS8 Special WG RED SR nzn

Aitnua Turtontoinong npo¢ CEN and CEN CENELEC

Part B. Specific requirements for the harmonised standards listed in Annex I
T Requirements for all harmonised standards
Tudl The harmonised standards shall reflect the generally acknowledged state of art.

72 The technical solutions laid down in the harmonised standards shall be proportionate
to the risk that they aim to address. The harmonised standards shall be drafted and
revised by applying the iterative process of risk assessment and risk reduction.

Risk-Assessment Sub-Group



CEN/CLC/JTC13/WGS8 Special WG RED SR nzn

AéloAoynon Kivéuvou- Risk Assessment

QO B https;//europa.eu/youreurope/business/product-requirements/compliance/technical-documentation-conformity/inde: B ¥

Life and travel >

Your Europe > Business > Product requirements > Product compliance > Technical documentation and EU declaration of conformity

ﬁ Running a Product Finance and 7 Dealing with

5 Taxation v Selling in the EU v Human resources v 7 v .
business requirements funding customers

Risk assessment

ON THIS PAGE

As a manufacturer, you are responsible for identifying all the possible risks your product could pose and determine
How to draw up the technical the applicable essential requirements. This analysis must be included in the technical documentation. In
documentation? addition, you will need to explain the ways in which you have addressed the risks identified to ensure that your product

Risk assessment complies with the applicable requirements, for example, by applying harmonised standards.



